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Most organized crime shares a financial motive as a
common denominator: criminal activities aim to acquire
profits, often referred to as “dirty money”, frequently in
the form of cash. However, to utilize these funds, they
must legitimize the profits through various channels.

Organized crime groups typically expand their assets and
then attempt to integrate them into the legal economy
through various money laundering schemes.

When we refer to “Money Laundering”, we are describing
the process by which criminals “clean” the proceeds of
their activities to conceal their illegal origin. Although it is
challenging to measure money laundering on the same
scale as legitimate economic activity, the magnitude of
the problem is enormous.

The United Nations Office on Drugs and Crime (UNODC)
estimates that between EUR 715 billion and 1.87 trillion is
laundered each year (between 2 and 5% of global GDP).

Money laundering can take several
forms, although most methodologies
can be categorized into one of a few
types and typically, it involves

three steps: placement,

layering, and integration.




First, the illegitimate funds are furtively introduced into
the legitimate financial system. This is the placement
phase and it is the most dangerous phase for the
criminals. They need to physical place the money in the
legal financial circuit to be allowed to use it so criminals
need trusted men to transport the money and trusted
banks directors who will not question the source of the
money.

Then, the money is moved around to create confusion,
sometimes by wiring or transferring through numerous
accounts. This is the layering _phase (or the “cleaning”
phase): money is cleaned through various services, such
as friendly casinos or shell companies.

Finally, it is integrated into the financial system through
additional transactions until the "dirty money" appears
"clean”. This is the integration phase: the clean money
can now surface and be invested in legal activities.
Tracing these assets means tracing the networks.




The Falcone Method was universally recognized as an
innovative and revolutionary investigative technique
based on 3 pillars:

0 Observing the phenomenon from above and then
analysing it in detail like in a magnifying glass.

ldentifying, tracking and dismantling the economic
relations between the criminal organizations.

e Making use of the collaboration of the "pentiti" as a
key tool to understand the mafia dynamics.

This method became the raison d’étre of the DIA
(Direzione Investigativa Antimafia) in Italy: its functions
were outlined by Falcone himself who advocated the
creation of “an agency in charge of judicial investigations
and therefore a technical body”, adding that the
activities carried out by what he called “the anti-crime
police of the future” would “depend, to a greater extend,
on the effectiveness of preventive investigations”, which
“will allow greater flexibility in the intervention by law
enforcement agencies, as urged on many sides”.
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Cash is difficult to track, but it also has
numerous disadvantages.

It’s heavy, cumbersome and difficult to
hide and, if discovered, can be easily
seized.

e Must be physically placed in the banking
circuit (placement) and requires direct
contact to be delivered.




The March 2022, “International Narcotics Control
Strategy Report” emphasizes that “The rapid growth of
virtual currencies supports the evolution of various
crimes, including money laundering, posing new
challenges for societies, governments, and law
enforcement”. Specifically examplifying Italy, the report
underlines the following: “Law enforcement
investigations have identified an increasing use of trade-
based money laundering schemes and cryptocurrencies
to disguise llicit proceeds and payments through
legitimate trade transactions. Additionally, the arrest of
over 100 Italian organized crime associates in September
2021 highlighted the increasing employment of
cybercrime techniques to extort and steal income for the
mafia”. In a nutshell, organized crime is showing
increasing interest in cryptocurrencies and alternative
payment systems.

At present, common forms of money laundering include
the banking system, cash couriers, bulk money smuggling,
money service providers, alternative remittance systems,
stores of value, trade-based money laundering, non-profit
organizations, real estate, and front companies. However,
even these methods are employed in more creative ways,
such as utilizing unwitting frontmen who unwittingly act
as money mules, responding to job offers. Additionally,
commonly used tools like rechargeable cards, credit
cards, contactless mobile phone payment systems, and
money transfer systems outside the traditional banking
system are exploited for money laundering purposes.
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Cryptocurrencies should not be confused with
other commonly available virtual currencies
which are currently used in many criminal
contexts, such as:

Telephone recharge cards

Meal vouchers or points
collection cards

Amazon vouchers or similar

Virtual currency linked to video
games or virtual worlds such as,
for example, Word of Warcraft e-
gold or Second Life Linden
Dollars




Fake books sold on Amazon could be
used for money laundering

Books of gibberish are listed on Amazon.com for thousands of
dollars, with one author claiming his name was used to send
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SOME OPERATIONAL TIPS

c Pay attention to the presence of telephone
rechargeable card; Amazon rechargeable
card/vouchers.

/_\ Verify E-Bay transactions or other purchase
sites, for example by verifying the sending
and receipt of goods.

& Check for inconsistencies in movements

(bilocation or excessively rapid movements)
via cell phones and GPS of vehicles or in the
consumption of the rented apartments (no
electricity / water / gas consumption)

& Check for GPS spoofer in mobile phones.

A Acquire Telegram and Signal accounts and
verify contacts



currency designed to function as a
medium of exchange through a computer

network that does not rely on any central
e authority, such as a government or bank,

to uphold or maintain it. There is a
decentralized system for verifying that
the parties involved in a transaction

indeed possess the funds they claim to
have.

e A cryptocurrency, or crypto, is a digital

Debunking some common myths about cryptos

e They are all anonymous

e They are only used on the dark web
e They are only used by criminals

e They are just a speculative bubble

e They have no practical use m
e They are difficult to use

S\ MYTHs.




There are numerous types of cryptocurrencies, each
exhibiting distinct characteristics, including variations in
terms of anonymity.

Blockchain: A blockchain is a distributed ledger
comprising growing lists of records (blocks) securely
linked together through cryptographic hashes. Each block
contains the cryptographic hash of the preceding block, a
timestamp, and transaction data (typically represented as
a Merkle tree, with data nodes depicted as leaves).

Wallet: A cryptocurrency wallet serves as a means to
store the public and private "keys" (address) or seed,
which can be utilized for receiving or spending the
cryptocurrency (wallets do not contain crypto
themselves). With the private key, it becomes possible to
make entries in the public ledger, effectively spending the
associated cryptocurrency. The public key allows others
to send currency to the wallet. Various methods exist for
storing keys or seeds in a wallet, ranging from paper
wallets (where public, private, or seed keys are written on
paper) to hardware wallets (specialized hardware for
storing wallet information), digital wallets (computers
with software hosting wallet information), to hosting your
wallet through an exchange where cryptocurrency is
traded, or by storing your wallet information on a digital
medium such as plain text.



In a paper wallet, the private key is either written or
printed onto the paper and then stored in a secure
location for later retrieval. Physical wallets can also take
the form of metal token coins with a private key
accessible under a security hologram; the security
hologram self-destructs when removed from the token,
indicating that the private key has been accessed.

Creating and hiding a paper wallet is a straightforward
process, It can be concealed in your wallet (though not
recommended), in a book, in a safe, in a drawer...
essentially, anywhere capable of holding a 5x10cm piece
of paper.

CAVEAT 1: The private key is not saved anywhere, so if it is
not identified during the search, there is no way to
discover it.

CAVEAT 2: The adversaries may possess more than one
copy of the paper wallet, so after a seizure, it is
imperative to move the cryptocurrencies as soon as
possible.
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The wallet software is an application that can be
downloaded on a PC, tablet, or smartphone. Usually,
when a new wallet is created using wallet software, the
application either generates or requests a private key,
which it keeps hidden to protect against any trojans.
Simultaneously, it generates a 12-word phrase, commonly
known as a seed phrase. Typically, this passphrase is
written down and concealed to facilitate wallet recovery.
A notable feature of many software wallets, in contrast to
simple paper wallets, is that they generate a new public
key for each payment. This design ensures that each
payment received appears to be from different users
each time, enhancing privacy protection. Additionally, it is
possible to create customized QR codes for specific
amounts.
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A hardware wallet consists of a simple, non-overwritable
USB stick containing a set of private keys for each
supported cryptocurrency. The primary advantage of a
hardware wallet is its potential usability even on a
security-compromised computer. However, the main
disadvantage is that being a physical object, it is
susceptible to theft or seizure
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Be vigilant about the presence of QR codes
in or around surveillance areas; a drug
dealer could sell illicit substances without
the need for physical meetings by following
a simple series of steps:

The customer makes payment through a QR code
4 placed in various locations.

Communicate the payment via Telegram or Signal.

Receive the GPS position of the location where the
@ Soods are located.

During search activities, be alert to
"unusual" hardware devices or sheets with
QR codes or strings of characters.

Always check for the presence of electronic
devices (mobile phones, tablets, computers).

Obtain Telegram and Signal accounts and
verify contacts.



Currently, the criminal use of cryptocurrencies remains
relatively limited. However, as revealed in the Report to
Parliament on information security policy for the year
2020 (AA.VV., 2021), criminal organizations have
undergone transformation, adapting to new technologies,
especially in the realm of agile and secure money transfer
systems. In this context, it is essential to reference the
action plan of the EU Commission on combating money
laundering and the financing of terrorism (AML/CFT - Anti-
Money Laundering and Countering Financing of Terrorism
of 07/20/21). The European Parliament, in point number 4,
emphasizes the urgent changes needed to establish an
effective European framework. The Commission is urged
to expand the single regulatory body on AML/CTF,
broadening the scope of obligated entities. This
expansion includes incorporating new and disruptive
market sectors, technological innovation, and the
evolution of international standards. The Commission is
also tasked with ensuring that the regulation of services
aligns with the regulation of goods. Addressing the risks
associated with crypto-assets is emphasized, with a broad
application of the "Know Your Customer" principle. It is
not coincidental that the transparency of blockchain
technology makes it relatively unattractive to criminals.
The Bitcoin blockchain, in particular (not all blockchains
are the same), is highly transparent. As exemplified, it can
be utilized to reconstruct the network of contacts and the

associated transfer of funds.



They allow for relatively fast and cheap
payments to and from anywhere in the world.

e Due to the lack of centralized control,
cryptocurrencies cannot be shut down by any

country.

e They are safe from "capital controls".

e They are safe from "currency controls" that
restrict the free use or exchange of currencies.

e They guarantee a high level of confidentiality.

G They are easy to store and hide.

e There are excellent and cheap "washing"
systems.




The cryptosphere is not solely associated with crime; on
the contrary, it primarily comprises honest participants
envisioning a global economic future in cryptocurrencies.
An interesting perspective on this matter emerged during
the conference led and organized by Europol on digital
assets and organized crime. The event recognized that the
features of blockchain could be leveraged by the police
for investigative purposes.

In essence, cryptocurrencies could prove highly valuable
in combating organized crime to the extent that they are
described as 'fundamental for fighting organized crime.

First, it is crucial to distinguish between "content" and
"container." This involves the seizure of cryptocurrencies
and the confiscation of wallets, each varying based on
whether it is a paper wallet, software wallet, or physical
wallet. Following this, it becomes imperative to
comprehend how to "follow the flows." Companies such
as Chainalysis, TRM Labs, and Elliptic have developed
software designed to track and analyze the
cryptocurrency ecosystem. Upon identifying illicit funds,
the next step is to determine the feasibility of proceeding
with the seizure. This multifaceted process involves not
only understanding the nature of the digital assets but
also employing advanced tools and technologies

developed by specialized companies in the field.



Physical wallets, encompassing paper and hardware, pose
theoretical challenges such as conservative, preventive,
or probative seizures. In probative seizures, the focus is
on the wallet and digital traces to establish its existence
and transactions. Preventive seizures aim to hinder asset
availability, requiring identification of virtual currency
and rendering it unavailable to the owner. The seizure of
virtual currency involves transferring it to a specially
ordered wallet controlled by judicial authorities.
Operational solutions include moving assets to a judicially
controlled wallet or converting them into fiat currency,
though the latter faces challenges due to virtual currency
volatility. Entrusting the wallet to an exchanger is
discouraged. Importantly, seizures directly impact
cryptocurrency codes (private keys), demanding clear
operational instructions.
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